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Limitations

Limited Warranty and Disclaimer. These designs are provided to you “as is”. Xilinx and its licensors make and you receive no
warranties or conditions, express, implied, statutory or otherwise, and Xilinx specifically disclaims any implied warranties of
merchantability, non-infringement, or fitness for a particular purpose. Xilinx does not warrant that the functions contained in these
designs will meet your requirements, or that the operation of these designs will be uninterrupted or error free, or that defects in
the Designs will be corrected. Furthermore, Xilinx does not warrant or make any representations regarding use or the results of
the use of the designs in terms of correctness, accuracy, reliability, or otherwise.

Limitation of Liability. In no event will Xilinx or its licensors be liable for any loss of data, lost profits, cost or procurement of
substitute goods or services, or for any special, incidental, consequential, or indirect damages arising from the use or operation
of the designs or accompanying documentation, however caused and on any theory of liability. This limitation will apply even if
Xilinx has been advised of the possibility of such damage. This limitation shall apply not-withstanding the failure of the essential
purpose of any limited remedies herein.

This design module is_notsupported by general Xilinx Technical support as an official Xilinx Product.
Please refer any issues initially to the provider of the module.

Any problems or items felt of value in the continued improvement of this reference design would be gratefully received by the
author.

Ken Chapman
Senior Staff Engineer — Spartan Applications Specialist
email: chapman@xilinx.com
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Design Overview

This design will enable you to experiment with the internal FLASH memory of the XC3S700AN device on your Spartan-3A Starter Kit. The 8M-bit (1M-byte)
FLASH memory can be used to hold configuration images for the Spartan FPGA device as well provide general non-volatile storage for other applications that
are then implemented by the device. This design utilises the RS232 port to provide a connection to your PC. Using a simple terminal program such as
HyperTerminal you can then use commands to manually program individual bytes or download complete configuration images for the Spartan-3AN device
using UFP files. The design also provides commands enabling you to erase ‘pages of the memory, read the memory to verify contents and display the unique
device DNA and 128-byte security register values.

_— | RS232 Serial Cable
— connects to PC running
HyperTerminal (or similar)
and needs to be a male to
female straight through
cable (critically pin2-pin2,
pin3-pin3 and pin5-pin5).

115200 Baud

8-bit

1 stop bit

No parity

Flow control: None

The design is implemented using a single PicoBlaze
processor and UART macros occupying less than
5% of the XC3S700AN device. It is hoped that the
design may be of interest and a useful starting point
for anyone interested in reading, writing and erasing
the internal FLASH memory as part of their own
applications.

+5v supply
Don't forget to switch on!

Configuration
Spartan ‘DONE’ LED
XC3S700AN
USB cable. IMPORTANT

Cable plus devices on board provide essentially
the same functionality as a ‘Platform Cable USB’
which is used in conjunction with iIMPACT
software to configure the Spartan-3AN with the
PicoBlaze design. Note that iIMPACT can
program both the volatile FGPA or the non-
volatile internal FLASH memory as you require.

Select Configuration
Mode for internal
FLASH memory.

Set to
‘ISF’

LCD used in programming
demonstration design
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Serial Terminal Setup

The design communicates with your PC using the RS232 serial link. Any simple terminal program can be used, but HyperTerminal is adequate for the task

and available on most PCs.

A new HyperTerminal session can be started and configured as shown in the following steps. These also indicate the communication settings and protocol

required by an alternative terminal utility.

1) Begin a new session with a suitable name.
HyperTerminal can typically be located on your PC at
Programs -> Accessories -> Communications -> HyperTerminal.

Connection Description i

% Mew Connection

Enter a name and choose anicon for the corinection:

21x

MName:
IFLAS H_programmer

lcon:

Cancel I

2) Select the appropriate COM port (typically COM1 or COM2) from

the list of options. Don’t worry if you are not sure exactly which one is

correct for your PC because you can change it later.

<7 4 FLASH_programmer

Enter details for the phone number that you want to dial:

Country/region: IUNitEd Kingdaorm [44) j
Area code: |D1 483

Phone number: I

Conect using: | ETR - |
ak I Cancel I

21X

COM1 Properties

Port Settings |

2

Bitz per second: | sl

Data hits: IB

Lel

Parity: INone

Le

Stop bits: I‘I

Lel

Flow control; INone

Le

Restore Defauls |

o]

Cancel |

Apply
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3) Set serial port settings.

Bits per second : 115200
Data bits: 8

Parity: None

Stop bits: 1

Flow control: NONE

S XILINX



HyperTerminal Setup

Although steps 1, 2 and 3 will actually create a Hyper terminal session, there are few other protocol settings which need to be set or verified for the PicoBlaze

design.
5 - Open the properties dialogue

FLASH_programmer Properties ) i ﬂil

4 - Disconnect

Connect To | Gal ingsl

To select a different COM port and
. change settings (if not correct).

SH_prograrnrmer

L O 0 [
File Edit Wiew Call Transfer Help %

ountiy/region: I Urited Kingdom (44] ;I K

Enter the area code without the long-distance prefix 1
Arga code; |U1 483 ..’.
- Phone number: I .."‘
Connect using: ICDM1 ﬂ 8 - ConneCt
6- Open Settlngs Carfigure. . | “gFLASH_programmer - HyperTerminal
FLASH_programmer Properties ﬂil i ) )
- ¥ | e countiy/iegion codeiand area code EIlE Eljlt Wiew QEI" Iransfer HE'I:I
Connect To  Seltings | I Bedialorbusy N
r~ Function, amow, and ctl keps actas ———— D ﬁ' < @I!g | §D Ep
£ windows keys
DK | Cancel
 Backspace keysends—————————
& ChleH  Del  Chl+H, Space, Chil+H |
IAuto detect 'l Tiemnimal Setup... | — ASCI Sending
Telnet tarminal ID: ME Send line ends with line feeds 7 - Open ASCII Setup
Backsoroll buffer lines: |500 3: E cha typed charactsrs locally
W Bl ot e & demesig ¥ | Linedelay [0 millsecands. Ensure boxes are filled in as shown.
L
- / Character delay: ID milliseconds. . .
Inpul Tiansiaon... | ASTI Setup.. The design will echo characters that you type so you do not
- need the ‘Echo typed characters locally’ option.
— ASCH Receiving
ok I Cancel | 5 3 g : . . .
@l e s e o esrr gz eec The design transmits carriage return characters (ODy;cy) to
I Eore incoming data to 7-bit ASCII indicate end of line so you do need the ‘Append line feeds to
I ihap lines that exceed terminal wiidth incoming line ends’ option to be enabled.
0K | Cancel | Click ‘OK’ two times to confirm and close dialogue boxes.
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Configure Spartan-3AN

With your board and PC all ready to go it is time to configure the Spartan-3AN with the FLASH memory programmer design.

1) Set up the board as shown on page 3 and open HyperTermnial set up as described on pages 4 & 5.

2) Unzip all the files provided into a working directory.

3) Double click on the file ‘install_xc3s700an_flash_programmer.bat’.

This batch file should open a DOS window and run
iMPACT in batch mode to configure the volatile
FPGA array of the Spartan XC3S700AN device
with the configuration BIT file provided.

Note that you must have
the Xilinx ISE tools
installed on your PC

Your terminal session should indicate the design is
working with a version number and simple menu as
shown here. If not, then check that the Spartan did

actually configure (DONE LED on) and check your

baud rate settings are correctly matching etc.

The ‘H’ command repeats the —

simple list of commands available

d

Commands can be entered at the >
prompt using upper or lower case

“g 115200 - HyperTerminal -Inllﬂ
Eile Edit Wew Call Iransfer Help:

et

PicoBlaze HXC3IS700AH Programmer wl1.10

S—Head Status
E-Era=e Pages
P-Frogram UFF File
W-Tllrite byte
F-FEead Fage

s

B-Elow OTF Page Size Bit
H-Help ‘k\\\\\\\\\\

Device ID
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WARNING - Do NOT use the ‘B’

command until you have read this
document and fully understand it.
OTP = One Time programmable.

You can not undo this command!
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Status ‘'S’ and ID ‘I’ Commands

The ‘S’ command will display the Status information from the internal FLASH memory. This is a single byte

°s 3 response from the FLASH with each bit having the meaning defined below. PicoBlaze is specifically decoding bits 0
Ezzz;s = A4 and 7 and displaying their meaning in plain text. Note that a page size of 264 bytes is the default.
Page Size = 264 bytes Bit 7 = RDY/BUSY ('1' =ready/'0' = busy )
- Bit 6 = COMP
Bit5="1'
Bit4 ='0'
Bit3 =‘0'
Bit 2 = ‘1
Bit 1 = PROTECT
Bit 0 = PAGE SIZE (‘0'= 264 bytes/‘1' = 256 bytes )
>1i The ‘I' command initially reads the FLASH memory and displays Manufacturer
ID = 1F 25 00 Code (1F hex) and the density Device Code which is 25 00 hex. This is then
followed by the reading and display of the 128-byte security register.
Security =
ii ii ii ii ii ii ig ig gg gg gg gg ig ig g g The first 64 bytes of the security register are user one time programmable (OTP).
As shown here the default value is ‘FF’ and it is left as an exercise to program
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ) : .
these locations if desired but remember it is OTP memory!
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Zg gi 22 gi ii ig ;g ig 22 SS S; i? gg gg S; gg The second 64 bytes of the se_curity register are read only and _contain a unigue_
FF FE PR FE FE FE PP FF FF FF FF FF FF FF PR PR factory programmed value which can be used as a product serial number, provide
registration and product tracking codes or as a seed in design authentication.
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
SeVlce DNA = 0L1B1270564E5509 Finally the unique factory programmed device DNA value contained in the FPGA
is also displayed. This can also be used as a product serial number, provide

XC3S700AN FLASH Programmer 7

registration and product tracking codes or as a seed in design authentication.

Hint — Combine the unique FLASH security value with the unique device DNA to
improve authentication security algorithms.
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Pages & Address Formats

Before using any of the commands that read, write and erase the FLASH memory it is important to recognise how the FLASH memory is organised and
appreciate the format required for the 24-bit address. Please take the time to study these two page because it is critical to using the commands correctly as
well as understanding how to work with FLASH memory in your own designs.

Pages and Bytes

Although internally to the XC3S700AN device package the communication with the FLASH memory is a serial SPI bus, all transfers are implemented as bytes
(8-bits). Therefore, it is possible to consider the memory as byte oriented except at the signally level. The FLASH is internally organised and presented as
having 4096 ‘pages’ which each consist of a number of adjacent bytes. The interesting part is that the default page size is 264 bytes which is not a power of 2
and doesn’t feel particularly natural. Indeed the total size of the memory is 4096 x 264 = 1,081,344 bytes or 8,650,752 bits rather than 8,388,608 bits which is
the normal size for an 8-Mbit memory (8x1024x1024). So it is also possible to program the memory such that the page size is a more natural 256 bytes but in
doing so you really do lose 32,768 bytes forever.

To define the page size the FLASH memory contains a one time programmable (OTP) register that can be programmed to switch from the default size of 264
bytes to 256 bytes per page. Programming of this register is also supported by this reference design (see ‘B Command’) but remember that there is no going
back if you use it! This reference design has the ability to perform all operations for both sizes of page but your own designs could probably be simplified.

To make sense of this, let’s first look at the format of the 24-bit address when using what is called the “Power of 2” page size. In this mode, each page is
reduced to 256 bytes and therefore any byte within a page can be identified with an 8-bit address. There are then 4096 pages which can be identified using a
a further 12 address bits. The significant observation is that the end of one page (byte address FF) is adjacent to the start of the next page (byte address 00)
and this leads to the natural linear address format we all tend to be familiar with. This is shown below and simply indicates which of the 24-bits are unused,
which are used to identify a page and which are used to identify a byte within a page.

. . 19 8 7 0
“Power of 2” Page Size Option — 256 bytes
’ P Y [o[o]o[0]
This is not the default mode but makes the — ~— — % ~ ~
concept of pages easier to understand initially Padding 12-bit Page number 8-bit address
(0-4095) Within page (0-255)

24-bit Address

Page 0 000000 hex [0f0]J0]0O Page 0 Byte 0
256 bytes
0000FF hex 0]0]0]0 Page 0 Byte 255

256 bytes
0001FF hex 0]0]0]0 Page 1 Byte 255
XC3S700AN FLASH Programmer 8 i XILINX®




Pages & Address Formats

Returning to the default page size of 264 bytes, the issue is that it now requires a 9-bit address to identify a byte within a page. The range being 0 to 263 (000
to 107 hex). Although the end of one page is adjacent to the start of the next page in terms of the physical memory array, there appears to be a gap of 248
bytes in the address map. Please take the time to study the diagram below to appreciate this situation and its impact on the 24-bit address format.

20 9 8 0
Default 264 bytes/page
[0fofo
This is not the default mode but makes the —— = ~— — = ~ -
concept of pages easier to understand initially Padding 12-bit Page number 8-bit address
(0-4095) Within page (0-263)
24-bit Address
Address range 264 bytes
hex is invalid. Page 1 000200 hex {01010 Page 1 Byte O
264 bytes
000307 hex |0]0]0 Page 1 Byte 263

This reference design has been presented in a way that asks you to specify the page number and byte address (location within a page). PicoBlaze then
formats the 24-bit address based on the page size. The 24-bit address is then displayed as a 6-digit hexadecimal value where appropriate. It is hoped that
this feature of the reference design is a useful aid to understanding the address format as well as providing useful routines for your won designs.

A single configuration image for the XC3S700AN is 341,580 bytes. If this were to be stored in FLASH starting at page zero and byte address zero it will end at
the following address.... 1334, , = 536 hex 75,0 = 4B hex

— ~ ~

“‘Power of 2 Locations 0 to 341579,,= 053664B hex [0]0[0][0] Page 1334 Byte 75

Default 264 bytes/page 341579,/ 264 = 1293.86 Pages 0 to 1292 (1293 pages) completely full and then.....
10
Page 1293 is used for (341579 - 1293x264) = 227 bytes

1293, , = 50D hex 227,, = OE3 hex

-~ 7 ~
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Erase Pages Command ‘E’

The ‘E’ command will erase one or more consecutive pages of FLASH memory. PicoBlaze will prompt you to enter the page number of the first and last
pages to be erased and then ask you to confirm your intentions to erase the specified memory.

>e
First Page = 000
Last Page = 50d

Specify page numbers in hexadecimal
(000 to FFF). PicoBlaze will reject a Last
Page value that is less than the First Page
value. Use the same value for First Page

Confirm (Y/n) ¥ and Last Page to erase a single page.

Erase in Progress

An upper caseY’ is required to confirm
erase operation otherwise the command
................................................................................ will ‘Abort’

To indicate progress, a dot will be
displayed each time a page is page
erased. Erase can take up to 32ms per
page.

................................................................................ This example shows the erase of pages
................................................................................ 000 to 50D inclusive. This is consistent
................................................................................ with erasing the primary configuration
................................................................................ image for the XC3S700AN device when
................................................................................ using the default page size.

OK

A ‘page’ is the smallest amount of memory that can be erased but having 4096 pages this provides a great deal of flexibility in what is after all a FLASH
memory. However, since each page may take up to 32ms to erase it may take up to 133 seconds to erase the whole device (but typically 53 seconds).

The FLASH memory is further organised into ‘blocks’ and ‘sectors’. A block is formed of 8 pages and a sector is formed of 32 blocks (256 pages). There are
separate device commands to erase blocks and sectors which reduce erase times when clearing large sections of memory. It should be possible to erase
the whole device in 16 seconds (typical) up to 39 seconds (worst case) using these course granularity commands.
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Write Byte Command ‘W’

The ‘W’ command allows you to write an individual byte of data to any address in FLASH memory and is useful for setting up small data patterns or test
values. PicoBlaze works with the FLASH memory using a particular sequence of commands that enables the FLASH device to emulate an EEPROM. This
clearly has value when working with operational editing data which need to be non-volatile in a system.

>w
Page = 50d
byte address = 0e3

After entering the ‘W’ command you will be prompted to enter a hexadecimal page number in the range 000 to FFF and
then the byte address within that page (range 000 to 107 for default page size or 00 to FF for power of 2 page size).

Data = 42 You will then be prompted to enter the data value and you should enter a 2 digit hexadecimal value 00 to FF.
Full address OA1AE3

PicoBlaze will display the 24-bit address associated with the page and byte address specified and will write the data.
Hint — Look back at page 9 to see how the 24-bit address is formed in this example.

How does EEPROM emulation work?

The FLASH memory device contains two RAM buffers in addition to the FLASH array. Each buffer is sufficient to hold one complete page (264 bytes) of
information. So to implement the ‘W’ command above, PicoBlaze first commands the FLASH memory to copy the contents of the target page from the
FLASH array and into buffer 1. It then modifies the specific byte in the RAM buffer before writing the entire contents of the buffer back into the FLASH array
using a built-in erase operation. In this way a whole page is erased but it has the overall effect of looking like a single byte has been modified.

FLASH 'Buffer Write' FLASH
Before ‘W’ command (84 hex) After ‘W’
42 '‘Buffer to Main Memory Page
'Main Memory Page to Buffer 1 Program with Built-In Erase'
Transfer' command (53 hex) command (83 hex)
PAGE | RAMY,| PAGE
1293 — Buffer |55
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Read Page Command ‘R’

The ‘R’ command allows you to read and display the 264 (default) or 256 bytes contained in a page of the FLASH memory in order to verify contents.

>r
Page =

OA1IAQ00
0A1A10
0A1AZ20
OA1IA30
0A1A40
0A1IAS50
OA1A60
0A1AT0
OA1A80
0A1A90
OA1AAOD
OA1ABO
0A1ACO
OA1ADO
0A1AEO
OA1AFO
0A1BOO

50d

FE
FE
FFE
FE
FE
FE
FE
FFE
IT]E
FE
FF
FF
FFE
FE
FFE
FFE
FE

FE
I
FF
FE
FFE
FE
FE
FFE
FFE
I
FF
FFE
FFE
71
FE
FFE
FF

FE
I
FE
FE
FE
FE
FE
FFE
FFE
I
FF
FFE
FFE

FE
FE
FF
FE
FE
FE
FE
FFE
FFE
FE
FE
FFE
FFE
71
I
FF

FF FF YEF FF

FE
FE
FE
FE
FE
FE
FE
FFE
FFE
FE
FE
FFE
FFE
1717
I
FFE
FE

FE
FE
FE
FFE
FE
FE
FE
FF
FFE
FE
FE
FFE
FFE
717
FFE
FFE
FFE

FE
FE
FE
FFE
FE
FFE
FE
FF
FE
FE
FE
FFE
FFE
T
FFE
FF

FE
FE
FE
FE
FFE
FE
)
FF
FFE
FE
FE
FFE
FFE
T
FFE
FE

FE
FE
FE
FE
FE
FE
T
FF
FE
FE
FE
FFE
FFE
717
FFE
FE

FE
FE
FE
FE
FE
FFE
]
FFE
FE
FE
FE
FE
FFE
177
FFE
FE

FE
FE
FE
FE
FE
FE
]
FF
FE
FE
FE
FFE
FFE
FE
FFE
FE

FE
FE
FE
FE
FFE
FE
I
FF
FE
FFE
FE
FE
FFE
I7E
FFE
FE

FE
FE
FE
FE
FE
FFE
I
FF
FE
FFE
T
FE
FFE
FE
FFE
71

FE
FE
FE
FE
FE
FFE
]
FF
FE
FE
T
FFE
FFE
FFE
FFE
1
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After entering the ‘R’ command you will be prompted to enter the page

number in the range 000 to FFF hex. In this case | have entered page 50D

to look for the data written by the ‘W’ command on the previous page

The display indicates the 24-bit address of the first byte shown on each
line followed by 16 successive bytes.

Hint — Use this to help you confirm address values for
page/byte address values.

<«——— Thelastline is only 8 bytes and will only be displayed
when the default page size of 264 bytes is being used.

Read display shows how address 0A1AE3 (page 50D and byte address 0E3) was
modified to 42 hex by the ‘W’ command shown on the previous page.

Hint -

Erased memory locations contain the value ‘FF’ hex and the ‘P’ command which is covered

on the following pages will only work reliably if the memory is erased first.
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Program UFP File Command ‘P’

The ‘P’ command enables you to write an entire configuration image for the Spartan-3AN device into the FLASH memory such that the Spartan device can
then automatically configure from that image the next time power is applied to the board (or the PROG button is pressed). The following pages describe how
to prepare an UFP file, but this page shows how to program the ‘reading_dna_prom.ufp’ file provided with this reference design and it is recommended that
you try this particular file first.

IMPORTANT - Ensure you have erased the pages to be programmed
& - HyperTermina (000 to 50D in this example) before using the ‘P’ command.

File Edit View Call | Transfer
O | a3 & |« Sendfie. 3 In HyperTerminal, select the ‘Transfer’ menu and then select the
Receive File..,

[ ‘Send Text File’ option (Note: Do not use the ‘Send File’ option).

Capkure Text, .,

Navigate to the appropriate directory and select the desired
UFP file which in this case is ‘reading_dna_prom.ufp’.

20

Laok, i |r__? %c3s700an flash programmer j = £F ER-

FicoBlaze XC3  Capture ko Printer w1.10

S—Read Status
E-Erase Page=s

[Z] LaBELS. TXT [Z] sp1_cTRL.LOS

P—Prn;igram UFF File =] Pass1. 0T = sP1_cTRL.M
W-Write byte =) Pass2.0nT 4] SPI_CTRL,MEM
E-Read Page PASS3.DAT 4] spi_ctrl. psm
I-Device ID PASS4.DAT i) sP1_CTRL.Y
BE-Blow OTF Fage Size Bit PASSE.DAT 4] SPI_CTRL.¥HD
H-Hel ) |_*1 previous _spi_cktl.psm i] uart_rx.vhd
s reading_dna_prom.ufp i]uart_tx.vhd
1 Enter the P’ command and a me_ssage ﬂROM_FDrm.cne I@]><c35?"IIIDan_FIashJ:ungrammer.bgn
/ prompting you for the UFP file will appear. et 4] ROM_Farm.v [ czs700an _flash_programmer.bit
sD My Documents 4] RoM_Farm.vhd %c3s700an_flash_programmer.bid
PEL'EI'E = [10on <+ / 2 Enter the page number and byte .g SF‘I_CTRL.COE XCSS?DDan_FIashJ:-rogrammer.cmd_l
]:I‘_i!?'tE! addre== = 000 address at which to start Ioading ‘_I SPI_CTRL.DEC XCSS?DDan_:as:jrogrammer.Flrc
First addre=s=s = 000000 the confi uration f||e The 24-b|t SPI_CTRL.FMT . xC35700an_flash_programmer.ise
_g e m SPI_TRL.HE%X xc3s700an_flash_programmer.ise_IS
Waiting for UFE File address is then displayed. B | 4

File name: Ileading_dna_prnm.ufp LI Open

Files of type; [ & iles (%) =l Capcel
A

Hint - You will need to change ‘Files of type’ 5 ‘Open’
"""""""""""" to “All files (*.*)' to see the UFP files listed. P
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‘ P, COm mand continued

UUUUUUUU Ul Ul U DU U U DU U Uy
nooooooooooooooooooooooooonoooon

00000000000000000000000000000000 Programming of the FLASH memory will start immediately and PicoBlaze will indicate progress by
e R echoing the UFP file back to the PC display. You may also see the LD7 LED on the board blinking as the
gggggggggggggggggggggggggggggggg UART receives data form the PC (see FIFO design later). Programming will typically take 68 seconds to
00000000000000000000000000000000 complete which is mainly due to the UFP file size and 115200 baud rate of the communication.

oooooooooooo00000000000000000000
noooooooooooooo0o0ooo0nOnoooOoO00O000

goooooooooooooooooooooooooonooog The UFP file is a pure ASCII hexadecimal representation of the configuration data and there is nothing to

00000000000000000000000000000000 - . . ot - -

00000000000000000000000000000000 indicate to PicoBlaze when the file transmission has completed. Therefore to finish enter ‘X’ followed by
carriage return (in fact any non-hexadecimal character will also stop it).

gooooooopooooooooooooooooooooooD
0000000000000000000000000000000
noooooooooooooooooononooonong

0000DA0N00000000DNNAANDDG It should now be possible to press the PROG button on the Des|gn Operation
noooooooooooooooooonona ; :

000000000000000000000 board to reconfigure the Spartan device directly from the new i
goooooogooooooaoooo configuration image stored in the internal FLASH memory. e v
noooooooooooonaon 1 sucondlsersh 11y
0000000000000000A000000000000000 SRRl 6o o e o o T S iy e

oooooooooooon

0c4000287=534Cc8500500c8500c00400 . . . s g 504wt o o iglbant b pesdnd il or. T DFOA veloe
0400040004800cB500a00c8700810283 If you used the supplied ‘reading_dna_prom.ufp’ file, o S TR 101 o
00810c40@070b7270c8500L004000400 H H i oy .
04070456040004000200040004000400 then your board should now be displaying the unique

04004000400040004000400 DNA value of your Spartan-3AN on your board. The
value should match that seen when using the ‘I
command (see page 7).

[Connected 0:10:43 anisT [1152008-h1  [SCROL
LR UL ees e suwuueeww  THE ‘Device DNA Reader’ design is also available from | =&==e=si N T o St 5 s et e S e S
o0oonooo0oo0o00oonooo0000000000D  the following Xilinx web site. T XN

Q0ooogoooooOoOOoooOODODO0000O0DO0DD
O0c40002872530c8500500=8500c00400
0400040004000cB500a00c8700810c83
00810c400070b7270c8500b004000400
04000400040004000400040004000400
040004000400040004000400

http://www.xilinx.com/products/boards/s3astarter/reference designs.htm

2 PicoBlaze will display the last 24-bit address programmed
/ Hint — Look back at page 9 to see how this example works.
Last address = 0AlAES

e Obviously once you have reconfigured the Spartan-3AN using the image stored in FLASH
memory the programmer design will have to be restored if you want to use it again.
Connected 0:13:50 JANST 115200 8-N-1  [SCRO ‘install_xc3s700an_flash_programmer.bat’.
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UFP Files and SPI Configuration

If you use the ‘R’ command to check that the configuration image has been correctly programmed into the device then you may initially become alarmed to
see that many values are different to those contained in the UFP file. However this is correct behavior and can be explained.

r in n rom.uf
eading_dna_prom.ufp Page 000 read back from FLASH (264 bytes)
First 256 bytes
T
FFffffEfffffffeffrfffffffeffeees Page = 000
CLLLTETTEIEIIE R LA 000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
252288?220:222882c§§28223§833C§2 000010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
€ € € ele 000020 AA 99 30 A1 00 07 20 00 31 61 09 EE 33 21 3C OF
ff£30c8300818c8110814c8000£84c83 000030 31 A1 00 C9 231 41 2F 00 31 C2 02 22 20 93 30 E1
00adadP700204c8500704c8600004c81 000040 FF CF 20 C1 00 81 31 81 08 81 32 01 00 1F 32 C1
0000ec82184£cca6000000000c440000 ooooso o0 o5 (32)E1 o0 04 32 A1 00 OE 32 61 00 00 32 81
000060 00 00 33 41 18 F2 33 62 00 00 0O 0O 20 22 00 0O

00000c8200800=0600=059-500000000 000070 00 00 30 AL 00 01 50 60 00 02 94 C2 00 00 00 00

00000000000000000000000000000000 oooosn 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 a0 0o
00000000000000000000000000000000 000090 00 00 00 00 00 OO0 00 00 OO0 0O 00 OO0 0O 00 00 00
00000000000000000000000000000000 QoopAn 00 00 00 OO0 00 OO Q0 OO0 QO OO0 OO 00 OO a0 oo ao
O000OBO 00 00 00 00 00 OO0 00 OO0 OO0 0O 00 OO0 0O 00 00 00
UOTRRIOLOORLYIEIDRILITTEEOROTOT 0000CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000000000000000000000000000000 0000D0 00 00 00 00 00 OO0 00 00 OO0 0O 00 OO0 0O 00 00 00
00000000000000000000000000000000 O000EOD 00 00 00 00 00 OO0 00 00 OO0 0O 00 OO0 00 00 00 00
00000000000000000000000000000000 O0000FOD 00 00 00 00 00 OO0 00 00 OO0 0O 00 OO0 0O 00 00 00
00000000000000000000000000000000 L

A critical issue with configuration is that the Spartan-3AN must be able to read the data in the correct order. When the SPI FLASH memory is read it
provides each byte most significant bit (MSB) first. As described in the UFP file, the data needs to be read least significant bit (LSB) first. Therefore in this
reference design, PicoBlaze is automatically swapping the order of the bits in each byte before writing them to the FLASH memory.

4C Hex = 0100 1100,

This example shows how the UFP byte 4C hex was written to FLASH memory as value 32 hex.

32 Hex = 0011 0010,
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Preparing a UFP file

This reference design has been provided so that the contents of a UFP file can be programmed into the internal FLASH memory of the XC3S700AN. The
following images indicate how a Spartan-3AN configuration can be made into a UFP file using the ISE tools but this is not intended to replace the existing

documentation for PROM generation.

1) Select ‘Generate PROM'’ in Project Manger

Procezzes;
[ AddEsisting Source
[ Create Mew Source

e View Design Summary

#-3F  Design Utliies

E!ﬁ' Ilzer Constraints

I}] £2.1 Senthesize - 5T

Eu #2_1 Implement Design

= @ 1, Generate Programming File
@l@ Frogramming File Generation Report
B Generate PROM, ACE, or JTAG Fils

w5 Corfigure Device [MPACT]

.

Note that a UFP file only contains data and the PicoBlaze
design is used to specify the address at which the data
should be programmed in the Atmel device.

Hint — UFP files do not contain any address information allowing you to experiment with
storing configuration images at any locations in the SPI FLASH. Spartan-3A supports
multi-boot from SPI FLASH and the AT45DB161D is large enough to hold 6 configuration
images for the XC3S700A device provided on the Starter Kit board.

2) This launches iIMPACT in which you need to select (double click) the PROM File
Formatter mode (You may need to expand the upper left window as shown here or
pan down to see it)..

';-E iMPALCT - C:hData' chapman’Designs 92i_sp3ixc3sT00an_flash_programmeridefault.ipf -
'-:b Eiie Edit Miew Operations Cutpub Debug  Window  Help

I H| & D B | x i

- 2HBoundany Scan

- T SlaveS enial

- SelecttAR

- Desktop Configuration
- B Direct P Configuration
[ ] SystemACE

- [£]PROM File Formatter

LN ;_

TR R

xo3sf00an xcflds
»o3sT00an_flash_.. hypazz

TDD
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Preparing a UFP file

3) Select

‘3d Party SPI PROM’  to be consistent with the type of
FLASH we are actually trying to program
‘UFP (“C” format)’ for the PROM File Format.
...and provide a file name and location.

4) Select the density from the drop down list.
The XC3S700AN contains an 8 M-bit FLASH memory.

IE,.iMP.I\.I:T - Prepare PROM Files = Iljlll
| want to target a 'E IMPACT - Specify SPI PROM Device = IDIﬂ
i Kiline PROM
(~ Gensic Parallel PROM [~ Auto Select PROM Density —
& 3dPany SFI FROM Select SPI PROM Density [bits] IW vI
" PROM Supporting Multiple D esign Versions: I SpartanaE MultiBoot ﬂ
—PROM File Format——
i MCS  TEK. & UFP[C" farmat]
i EXO " BIN € [SE
© HEx ¥ SwapBits
Checksum Fill'alue (2 Hex Digits|: IFF
FROM File Mame: IHch?DDan_flash_programmer_prom 4— [~ Add Data Files
Location: IE:\Data\chapman\Designs_SZi_spS\chs?DDan_fIash_programmer\ Browsze. .. |
< Hack | Mest > I Cancel |
< Back | MNext » I Cancel |

** Note for future reference

It is possible that a future release of ISE tools (after 9.2i) may write UFP files for SPI FLASH in a way that already has the bits
of the bytes swapped (see page 15). If that does occur, simply use ‘Generic Parallel PROM’ to generate your UFP file or

remove the bit swapping code from the PicoBlaze program.

XC3S700AN FLASH Programmer 17

5) Summary
Page

[ECIEDETTEITTE alCiE
st b s et
FROM Trpm A PROM
Fie it u
Ve FF
[ — <, P e
Mt ot PO 1

]

it Tt = st sk s Vo

LT
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Preparing a UFP file

6) You are now presented with a picture of the PROM

contents and an ‘Add Device’ box encouraging you to 7) Navigate to the required configuration BIT file,
add your first device. Click ‘OK’ to continue. select the file then click ‘Open’.

B AL 12 Data)chapnsa Drsius 7 _sp e ftlan_ash_progransnerydel ot - (100 Hie) tier] =l0] =] Add Device _'?|_x|
¥ Ule (8 e Opeestions indoe uw =18 x)

PR L Ox[aR: ﬂ G @B 0 e \?| Lok i |rj #e35700an_fash_programmer j - E’F B3~

)_nao

) _xmsgs
aDocumentatiDn
iﬂxst

- ToDondy Sean
|- Estaveteny
TR CeecAT

|~ S8 eskton Contguaston, reou F
|- o Dieect SF Configuration ™
8] symemece 0% ns
(o] PROM Fie Fomanm

00an_flash_programmer.bit

‘£ add Device 1 |
S= N Start adding device File ko
W] ‘\1‘) Diata Stream: 0

]

[Brvakabie Digeseators ar

o Froguam Flash and FPGA
s Prispen FPRA Oy
ety

i Frnce

= o Check

b et Diavicn 161
= Check: idcode

(] T o walmse |

File name: Ixc337003n_ﬂash_programmer.b\t Open

] TR END of Beport ==-- =] E
-"-" DATCH <l secCurrentbeviceChain -indsx O L
/£ "% BATCH CND @ secAttribuce -design -artc mame -value 0" Files of bype; IFPGA Bt Files [* bit] ‘Cancel
J _|j %
ke

[EHEN

4
2 Outpd A Enes A Wy [

E—ﬁ Eiié. Edit Wew Operations “Window Help

Hint: If the ‘Add Device’ box does not appear, then right 3 = e c =m mm
click in the white space and select ‘Add Xilinx Device...’ ” = 35 e X | e Ht

- BalBoundary Scan

TS laveSernial

- B SelectMAR

- B Desktop Configuration
- B Direct 5P Configuration
- [] SystemACE

E PROM Fils Farmatter

1 sPi
é PROM

TRCRRCRCRCT

8) The main window updates to show the BIT file
being located at the beginning of the PROM.

i
4.07 % Full

xz3s¥00an
wz3s¥00an_flash_...
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Preparing a UFP file

9) Right click in the white space of the main window and then select
‘Generate File...’ from the pop up box

Data',chapman',Designs_92i_sp3\xc3s700an_flash_programmer’default.ipf - [PROM File Formatt o [=[ 5]
File Edit View Operations ‘Window Help -1& x|
IPH%E Ex[axtna: (ao]ew
|
B 23 Boundary Sean
235 aveSerial
IS electiaP
8D esktop Configuration
3% Direct $F1 Configuration an
[E]systemarce 4907l xe35700an
[E]PROM File Farmatter xe357008n_flash_ . . . . . .
10) The file is written to the directory specified in step 3 and
the process is complete.
Modes ata'chapman’Designs 92i 35700an_flash_programmer'default.ipf - [PROM File Formatter] =1of x|
] File Edt Yiew Operations ‘Window Help =18 x|
Frvailable Dperations are: [P EeEBX[Ex(g: (50 n
= Generate File. X
- malBoundary Scan
295 laveSerial
Add ¥ilirne Device. . S alecthAP
Renams PROM lls. . 2D eskiop Configuration
EADirect SPI Corfiguration am
[E]SystemACE TR *e33700an
[E1PROM File Fomnatisr w3sT00an _flash_
Dperations T
14 Boundary Scan | e PROM File Formater
x| INFO:iMPACT:501 - '1': Added Device xc3s700an successfully. ;I
Ldd one device. = vailable Dperations are.
4 i i = Generate Fils...
4 Dutput_A Ewror A Waming_/
|| PROM File Generation | Target SPIPROM | 2,732,640 Bits used | File: xc3s700an_flash_programmer_prom in Location: C:\DatalchapmaniDesigns_92i_sp3\xc3s700an_flash_programmert/ 7
PROM File Generation Succeeded
Operations = -
3 Bounday Scan | (36 PROM Fie Fomattr |
%  Using user-specified prom size of 1024K a

Uriting file "C:\Data)chapmanDesigns_S2i_sp3)xc3s700an_flash programmer’//xc3s700an_flash prograwmer_prom.ufp”
Writing file "C:\Data)chapman|besigns_92i sp3Yxc3s700an flash programmer’//xc3s700an_flash programmer prom.prm”

. . o

b Output A Erar A Warming f

PROM File Generation | Target SPTPROM | 2,732,640 Bits sed | File: xc35700an_flash_programmer_prom in Location: C:\DatalchapmaniDesigns_92i_sp3tc3s700an_flash_programmert/ A

Hint — The xc3s700an_flash_programmer_prom.ufp’ generated in this example is also provided with the reference design.

XC3S700AN FLASH Programmer 19
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Blow OTP Page Size Command ‘B’

This command programs the One Time Programmable (OTP) register which changes the page size from the default of 264 bytes to 256 bytes. Please see
pages 8 and 9 of this document to understand the difference.

PicoBlaze HC3IS5Y00AN Programmer wl.10

Note that using this command will eliminate 8 bytes from the end of every page. Note

S-Fead Status only does this mean the loss of 32,768 bytes forever, but it also means that any data
E:Eigifaiaﬁgg File stored in those locations is also lost. For example, if the FLASH has been programmed
W-lWrite byte with an FPGA configuration image under the default page size then that image will
E-Read Page become invalid requiring the memory to be erased and reprogrammed before it will
I-Device ID configure the device successfully again. As shown on page 9 of this document,

B-Blow QTP Page Size Bit
H-Help

+h
Contazm () - WARNING - Only confirm with ‘Y’ if you are
absolutely certain that you always want to use the smaller

page size of 256 bytes in the future. There is absolutely no
way to return to the default page size of 264 bytes after you
have confirmed this command.

configuration images will then occupy more pages due to the missing bytes.

Power Cycle required - For the new page size to become active, the power to the XC3S700AN device must be cycled. So you will need turn the
Starter Kit off and back on again after using this command.

Hint — Use the ‘S’ command to confirm the page size (see page 7).
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Design Files

For those interested in the actual design implementation, the following pages provide some details and an introduction to the source files provided. As well
as these notes, the VHDL and PicoBlaze PSM files contain many comments and additional descriptions. It is highly recommended that you have a copy of
User Guide UG333 ‘Spartan-3AN In-System Flash User Guide’ as reference. You may also find it useful to have a copy of the Atmel data sheet for the
AT45DB081D device as this 8-Mbit SPI FLASH memory which is directly compatible with the internal FLASH of the XC3S700AN (see Table 6-9 of UG333).

The source files provided for the reference design are.....

xc3s700an_flash_programmer.vhd Top level file and main description of hardware.

I/O constraints file for Spartan-3AN Starter Kit

""" xc3s700an_flash_programmer.uct and timing specification for 50MHz clock.

kepsm3.vhd PicoBlaze processor for Spartan-3 Generation devices.
spi_ctrl.vhd Assembled program for PicoBlaze (stored in a Block memory)

- spi_ctrl.psm PicoBlaze program source assembler code
uart_rx.vhd \

i: kc_uart_tx.vhd
bbfifo_16x8.vhd > UART Receiver with 80-byte FIFO buffer.

bbfifo_16x8.vhd
bbfifo_16x8.vhd
bbfifo_16x8.vhd
bbfifo_16x8.vhd J

Note: Files shown in green are not included with the reference design as
they are all provided with PicoBlaze download. Please visit the PicoBlaze
Web site for your free copy of PicoBlaze, assembler and documentation.

www.Xxilinx.com/picoblaze
uart_tx.vhd

i: kc_uart_rx.vhd UART transmitter with 16-byte FIFO buffer.

bbfifo 16x8.vhd
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PicoBlaze Design Size

This reference design occupies less than 5% of the XC3S700AN device. The PicoBlaze program uses the majority of the single Block RAM (RAMB16BWE)
although in this case nearly 34% of the program is consumed by text strings used to guide the user of the programmer (e.g. command menu).

MAP report
Number of occupied Slices: 187 out of 5,888 3%
Number of RAMBI16BWES: 1 out of 20 5%

FPGA Editor view

XC3S700AN FLASH Programmer 22
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Stacked FLASH Communication

The key to any design implemented in a Spartan-3AN device that needs to interact with internal stacked FLASH memory is how to establish communication.
Although the majority of the detail is contained in the SPI signaling and the command protocol of the FLASH memory, it is of course vital to make an initial
physical connection in the hardware design. This is achieved by using the ‘SPI_ACCESS’ primitive.

Inserting and connecting the ‘SPI_ACCESS’ primitive is the functional equivalent to defining 3 output pins and one input pin and connecting those to an
external Atmel AT45DB081D FLASH device.

Equivalent circuit diagram for

3.3v the SPI_ACCESS primitive
SPI_ACCESS primitive instantiated AT45DB0O81D ngtsa;é'gm men
in an XC3S700AN design 9
VCC
SPT_ACCESS T
— Spartan L Spartan
— | MOST  MTSO b—— Outputs RESET Input

. >R 5T 50— K>
S e D> T
DR scx

J GND

Since the SPI FLASH is bonded to the Spartan FPGA internally to the device package, the FLASH memory is the only SLAVE connected to this SPI ‘bus’
and the FPGA becomes the SPI bus master. In this particular reference design, a PicoBlaze processor within the FPGA implements the SPI master and is
used to generate the SPI signals as well as define the content of the bus transactions using the protocol of the FLASH memory.

The VHDL hardware description uses the following signal names to define the bus. The names used are a helpful way to determine the signal direction.

‘sck’ - SPI clock from the master (PicoBlaze in the FPGA) to the slave (FLASH).

‘cs_b’ - Active Low device select generated by the master (PicoBlaze in the FPGA) to enable the slave (FLASH).
‘mosi’ - (Master Out, Slave In) Serial Data transmitted from the master (PicoBlaze in the FPGA) to the slave (FLASH).
‘miso’ - (Master In, Slave Out) Serial Data received by the master (PicoBlaze in the FPGA) from the slave (FLASH).
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PicoBlaze Circuit D

UART macros with FIFO buffers
(see following pages for more details)

All elements clocked by
DL 50MHz  50MHz even if not shown as
connected in this diagram.

[0] miso

jagram

4

[0] dna_dout

input_ports

01

[mmm——————— -
read_from_uart 1rx_data
E— r

! :
1 .
. UART Rx with 1
1
i 80 Deep FIFO  irx_full 4]
! 1 |
1
en 16 x baud ! :rx_half_full 3] A
1
: Irx_data_present [2] 4
.
9]
[o%
transmit o
uart_tx %
out_port ) ) tx_female 2
— data_in serial_out 4D
write_to_uart . tx_full 1]
_ — = | write_buffer buffer full oA
en_16_x_baud tx_half_full [0]

en_16_x_baud

buffer_half_full

J reset_buffer
—) clk

5-Bit

Counter

baud_115200_counter

Decode 26

clk

baud_count

en_16_x_115200

program_rom

interrupt_control

J reset

interrupt

ok~ ck

port_id

interrupt_ack

output_ports

spi_ctrl
instruction
— ) clk address

c

o

..G (2]

S (%]

2 [

2 g
kopsm3 processor @ /6_
instruction address

in_port out.port
— in_port
write_strobe
read_strobe
kepsm3_reset port_id

interrupt

interrupt_ack

Interrupt used to detect UART
receiver FIFO overflow

read_strobe

write_strobe

spi_access_port

spi_access

mosi misq

[7] mosi

cs_b

clk

device_dna
dna_port

[38] dna_din

din dout

[2] dna_read
read
[1] dna_shift

[0] dna_clk

shift
clk

out_port

:

—

read_from_uart

write_to_uart

—/

To
UART
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Baud Rate vs FLASH Write Rate

In the majority of cases it is the RS232 (UART) communication rate with the PC which is the limiting factor of this design. However, when writing to the
FLASH there is a potential for the performance of the FLASH memory itself to limit performance and this requires some analysis to ensure reliable operation.

A UART transmits or receives each ASCII

character as a series of 10 bits communicated at Start [ dO dl1 d2 d3 d4 ds dé6 d7 Stop i Start
the baud rate. This then defines the time taken to . .
communicate each character. J character !
Baud Rate Time for Time for Data to be stored in the FLASH memory is sent transmitted from the PC in the form of a UFP file

which describes the data using ASCII characters. Therefore it requires 2 characters to describe
each data byte to be written to the FLASH memory and that communication takes the times

115200 86.8us 173.6us shown in this table.

1 Character | 2 Characters

From the AT45DB161D FLASH memory data sheet we find that a ‘Buffer to Main Memory Page program without built-In Erase’ will program the main FLASH
array with the 264 or 256 bytes of data contained in one of the buffers. This programming cycle will take a worse case time of 4ms (t,). During this time the
PicoBlaze processor will wait for the memory to be ready and yet the PC will continue to transmit the UFP file. During that worse case 4ms the PC can
transmit 47 ASCII characters and these must be buffered as part of the UART receiver. The standard UART receiver provided with PicoBlaze has a built-in
16-byte (character) buffer and therefore this reference required an extension to be made to the buffer (see next page).

During execution of the ‘P’ command, PicoBlaze reads the UFP file transmitted from the PC and segments the programming into pages in order to program
the FLASH array. The smallest page size is 256 bytes (i.e. not the default size), and to program each page PicoBlaze needs to read 512 ASCII hexadecimal
characters and 16 carriage return characters due to the format of the UFP file. The communication of those 528 ASCII characters will take 45.83ms which
confirms that it is the RS232 communication rate which is the overall limiting factor in this reference design even though a FIFO buffer is required to cope with
the actual programming cycles of the FLASH memory.

Hint — This worse case timing analysis for the XC3S700AN device has shown that the FIFO buffer needs to be at least 47 characters deep. If you should want
to migrate this reference design to the XC3S1400AN then you would discover that the worse case page programming time (tp) increases from 4ms to 6ms
and that this would therefore require a FIFO able to buffer 69 characters. For this reason the design has been provided with a FIFO buffer of 8 characters in
order that the design may be used with any Spartan-3AN devices with the minimum of changes.
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Receiver FIFO Buffer Sizing

PicoBlaze programs the FLASH memory by first writing 264 or 256 bytes of data to one of the buffers in the stacked FLASH device and then issuing the
‘Buffer to Main Memory Page program without built-In Erase’ command which writes the buffer contents into the non-volatile array.

Most of the time PicoBlaze is reading ASCII characters from the UART receiver, converting pairs of these characters into true byte data values and then
writing them to the buffer of the FLASH memory. Since the data conversion and writing to the buffer via SPI is significantly faster than the time taken for the
PC to transmit each character over the RS232 link (at 115200 baud) it is clear that PicoBlaze will spent most of its time waiting for the next ASCII character to
be received and the receiver FIFO buffer will therefore be empty for most of the time.

However, during the actual FLASH array programming process, the FLASH memory is ‘busy’ and can not accept any data being written to its buffers.
Therefore PicoBlaze has to stop reading ASCII characters for up to 4ms (tp) whilst the ‘Buffer to Main Memory Page program without built-In Erase’ process
completes. This means that for a baud rate of 115200, the PC will continue to transmit approximately 47 characters which must be accommodated by the
FIFO of the UART receiver so that they are not lost.

Once the FLASH memory has completed the program cycle, PicoBlaze can resume reading characters, converting them to data bytes and writing them to
one of the buffers in the FLASH memory and this will rapidly empty the FIFO again.

Bucket Brigade FIFO

The operation of a FIFO can be represented by a water tank. New water is added at the top, and the oldest
water is drained from the bottom. The size of the tank (or bucket) must be large enough so that it does not
overflow at times when more water is being added at the top than is being drained from the bottom. Obviously
when a tank is empty nothing can be drained from the bottom. As soon as any water is added at the top then that
water is available to be drained from the bottom.

IN

It has become common practice for people to implement FIFO’s as a single block of memory of an adequate size to
prevent an overflow. However, just as with water tanks, such a technique can often results in large (or heavy) units
that are difficult to manage and connect up.

A ‘Bucket Brigade’ FIFO is constructed in a form that is similar to a series of smaller water tanks which are connected in a
cascaded arrangement. This is similar to the way a house may contain a tank in the roof space which in turn feeds a smaller tank
just above the toilet. There is a total amount of water in the system but it is distributed. The advantage is that the tank local to the
toilet can react quickly (provide enough water fast) using a short but large diameter pipe. The local tank is then topped up from
the larger tank in the roof using a smaller pipe.

In this reference design | have provided a total FIFO capacity of 80 characters by using five FIFO’s (water tanks!) each providing 16-bytes.
This means that each buffer is a natural size to be implemented using the highly efficient SL16E form of distributed memory. The control

logic simply moves any data along the cascade chain towards the final output every time there is space in the next FIFO (i.e. not full). OUT
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uart_rx receive

premelnnwen 2 YART RX with 80 Deep FIFO

read_buffer buffer_full rx_full

enl16 x baud |en 16 x baud  buffer half full

Hint — As an experiment, it is possible to fill the FIFO buffer by transmitting characters to
the design (i.e. hold the ‘S’ key down on your PC keyboard) whilst PicoBlaze is busy
reset_buffer buffer_data_present erasing a large block of the FLASH memory. In this case the ‘rx_full’ signal is used to
§|k7_ » generate an interrupt to PicoBlaze and results in a the message shown below.

stagei_fifo_data_present

rx_buf st_aqez ...........

stage4_fifo_data_out

rx_buf_stage5
bbfifo_16x8

Lbbfifo 16x8 ve oo
stage2_fifo_write data_in  data_out stage2_fifo_data_out RS232 Overflow
read full
RS232 Overflow
- @—| write half_full )/ o ¥ e e e e e e e
reset data_present rx_buf stages ~forTrTrrrros
K; bbfifo_16x8
ck > clk data_in  data_out stage3._fifo_data_out
stage2_fifo_data_present read full
stage2 fifo full write half_full o halt ul
stage3 fifo write |
reset data_present rx_buf_stage4
K; bbfifo_16x8
clk ) clk data_in data_out
stage3_fifo_data_present read full
stages fifo full write half_full |—
stage4 fifo write |
; reset data_present
fifo_control ck —> clk
The controller’s task is to pass any data along the chain stage4 fifo_data_present
to the final stage on the right hand side from which stage4_fifo] ful
PicoBlaze reads. The local feedback in each control stage5 fifo write

- rx_data
data_in data_out (e—————
read full
write half_full |—

stage ensures that a single clock cycle read/write pulse
is generated each time allowing the synchronous
‘data_present’ flag to go Low if empty the read results in
eth stage becoming empty.

reset data present |X-datq_present

=

clk ) clk

stage5 fifo_full

read_from_uart
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PSM Port Definitions

The PSM code defines constants corresponding to the connections made to the PicoBlaze 1/O ports which make the code easier to write, understand and
modify. As well as defining the port address themselves, constants are also used to define the use of the bits within a byte and enhance their meanings.

CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
’

CONSTANT
’

CONSTANT
7

7

CONSTANT
CONSTANT
’

CONSTANT
CONSTANT
CONSTANT
CONSTANT
7

; Device
7

CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
12

CONSTANT
CONSTANT

status_port, 00
tx_half_ full, 01

tx_full,

02

rx_data_present, 04
rx_half full, 08

rx_full,
sparel,
spare2,
spare3,

10
20
40
40

UART_read_port, 01

UART_write_port, 01

SPI_in_port, 02
SPI_miso, 01

SPI_out_port, 02

SPI_sck,

01

SPI_rom_cs, 02
SPI_mosi, 80

DNA access ports

DNA_control_port, 40

DNA_clk,

01

DNA_shift, 02
DNA_read, 04

DNA_din,

08

DNA_read_port, 03
DNA_dout, 01

;UART and memory status input

4
4
4

4

Transmitter half full
FIFO full
Receiver data present
FIFO half full
full

spare '0'
spare '0'
spare '0'

; UART Rx data input

;UART Tx data output

- bitO0
- bitl
- bit2
- bit3
- bit4
- bith
- bite
- bite

;Read serial data from FLASH device

4

Master In Slav

e Out - bit0

;Data to write into FLASH device

4

4

4

FLASH chip select

Clock
(active Low)

- bitO0
- bitl

Input data
CLK -
SHIFT -
READ -

DIN -

Master Out Slave In - bit7

and control to the DNA primitive
bit0
bitl
bit2
bit3

Output data from the DNA primitive

DOUT -

bit0

\  Each port and bit corresponds
to the circuit diagram shown
on page 24.

> UART connections

% SPI_ACCESS port.

> Device DNA port.
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Software Based SPI

At the heart of SPI communication with the FLASH memory is the requirement to implement a full duplex operation in which data bytes are simultaneously
shifted to and from the FLASH memory most significant bit first. PicoBlaze is ideally suited to this task as it is able to be programmed at a low level and the
timing is completely predictable. However it should be recognised that whilst using software to implement such signaling is cost efficient, flexible and easy to
implement, it does not result in the fastest communication. In this reference design the 50MHz oscillator on the board and using this clock PicoBlaze is able
to implement an SPI clock (SCK) rate of 1.786MHz. This is adequate for this and similar applications but falls significantly short of the 66MHz maximum rate
supported by the memory device. A hardware based SPI peripheral should be implemented if maximum communication rate is desirable.

The following PicoBlaze code shows the routine which transmits and receives a byte of information using the SCK (clock), MOSI (Master Out, Slave In) and
MISO (Master In, Slave Out) signals of the SPI bus. This code, along with all the source code provided with this reference design is fully commented to help

you understand and reuse in your own designs. In this case the register ‘s3’ contains the byte value to be transmitted and on return it is ‘'s3’ that will contain
the byte received from the FLASH memory.

SPI_tx rx:

next_ SPI_tx_rx bit:

LOAD sl1, 08

FETCH s0, SPI_bus_status
LOAD s2, s3

AND s2, 80

AND s0, 7F

OR s0, s2

OUTPUT s0, SPI_out_port
INPUT s2, SPI_in_port
TEST s2, SPI_miso

SLA s3

XOR s0, SPI_sck

OUTPUT s0, SPI_out_port
XOR s0, SPI_sck

OUTPUT s0, SPI_out_port
SUB sl1, 01

JUMP NZ, next_SPI_tx_ rx bit
RETURN

;8-bits to transmit and receive

; read current bus status

;determine next MOSI to be transmitted
;isolate bit in transmit byte

;jclear bit7 ready for MOSI

;set bit7 to drive MOSI if data is High

; read MISO
;detect state of received bit

;shift new data into result and move to
;drive SCK clock High

;drive SCK clock Low

jrepeat until finished

next transmit bit

The remaining signal used in SPI
communication is the enable (CS_B)
which must be Low for communication to
take place with the FLASH memory.

Drives CS_B Low to start communication

Drives CS_B High to end communication

SPI_flash_enable:

CALL SPI_init

XOR s0, SPI_rom_cs
OUTPUT sO0, SPI_out_port
STORE s0, SPI_bus_status
RETURN

SPI_init:

LOAD s0, 02
OUTPUT sO,
STORE sO,
RETURN

SPI_out_port
SPI_bus_status
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SPI Communlcatlon Tlmlng

@ &cq Complete M Pos 4.760us MEASURE @ &cq Complete M Pos: T70.00s MEASURE
These oscilloscope traces show "’

the SPI signals observed by A

request takes ~9.5ps.

routing them to header pins on CHo CH?
J2 (a small addition to the ; Freq Freq
supplied design). SCK ! “ P H ” “ | “ H n ” n H ” 1.756MHz 7 r 1.785MHz 7
\ I .  [H2 . H
ZH 0 i | e | immagu b Pos Width  2# n s i Pas Width
Status command MOSI 73.37ns? T4.71ns?
D7 hex = 11010111 CH2 CH2
2 (SDI on J23) : Meg Width g, — Neg Width
4300057 ' 430.4ns ?
Typical Response MISO
AC hex =10101100
2 (SDOON J23) 4 mmasrmsmistiosmns i csarion s s
CH2 200 MA00s CH2 2004 M 250ns
CHE 200%  CHA 200%  21-Feb—07 1011 CHE 200%  CHA 200%  21-Feb—0F 10:12
gI
b = <= x £ £ £
& . g g £} & . g g
— - e | = e —
5 2 o 3 3 = 3 8 o 3 3
g2 ¥ 5 « 5 % = £ £ 5 & x =
5 = ; 4 5 % 6 . 7} %' - 9 06§ o
2 S a o = < < = g T g =
g 2 K o 2 9 g o 3 5 2 5 N g 8 K o 2 g & o2 % 2 38
R A = S ) ® K ®w . @ .D o LD v . A - I -] — [ 2 .8 .2 QL .2 .G -
i o e o o B i[C o 12 ia » igp fe i iog {2 e g o iS O iy iR AR R
S o igigigig ig g i i iz i g i3 g i 19 i 5 g i g 15 5 g5 18
19 i2izi6i0iz ¥ i@ ixX i3iR I8 i®»i™ i3 iT T {0 id 2 ik i® X iD IR D D |
soMHz LT U LU U U U U U uuuhuuthuihr i i i g
SCK : : : : : —_\ : : : : : : —\*
MOSI Data bit to AT45DB161D —
MISO | XX Data bit from AT45DB161D___|j ;R
il = Actual sample point of MISO (input port mux) 14 instructions = 28 clock cycles @ 50MHz = 1.785MHz

Since every PicoBlaze instruction executes in 2 clock cycles and the design uses the 50MHz clock source on the board, the actual SPI bit rate can be
predicted and this is confirmed by the oscilloscope traces shown above.
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PSM Code to Confil‘m FLASH ID

All of the PSM code provided is fully commented. The following pages are intended to provide an introduction to the coding style and highlight the key points
when starting to work with the internal FLASH memory.

Reading the device ID of the stacked FLASH ensures that reliable communication with the FLASH memory has been established and that the memory is in a
known state ready to continue.
All signals used to control the stacked SPI FLASH via the ‘SPI_ACCESS’ primitive are generated by PicoBlaze and

CALL SPI_init therefore the simple ‘SPI_init’ routine ensures all the control signals are in known states. Most importantly the enable
signal is High to deselect the FLASH and hence place the FLASH in a known state before any other operations.

FLASH _ID_test: CALL read FLASH_ID The ‘read_FLASH_ID’ routine should read the device ID from the FLASH and return it in the
COMPARE s9, 1F registers ‘s9’, 's8’ and ‘s7’ as shown below. The main program tests for the correct response to
JUMP N7, FLASH ID test the first bye before continuing.
s9 s8 s
1F hex 25 hex 00 hex
The ‘read_FLASH_ID’ routine is also used by : :
the ‘' command in this reference design. Manufacturer ID Device ID part 1 Device ID part 2
(XC3S700AN)
read_FLASH_ID
v
Enable SPI FLASH ] } Routine called ‘SPI_flash_enable’ implements this common signal control

v
[ Transmit Read ID Command 9F hex ]

v
[ Read Maufacturer ID into ‘s9’ ] SPlis a full duplex serial bus and therefore transmitting and receiving is actually

v > CALL SPI_tx_rx the same operation. The routine called ‘SPI_tx_rx’ is used to transmit the
[ Read device ID 1 into ‘<8’ ] contents of register ‘s3’ to the FLASH memory and will return with register ‘s3’

ead device +part Into s containing the data received back from the FLASH memory (see page 29).

[ Read device ID part 2 into ‘'s7’ ] )

v
| Disable SPI FLASH ]} The sPLinit routine is used to disable the FLASH.

v

RETURN
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psMm code for FLASH Page Size & Ready/Busy

The XC3S700AN FLASH memory has a default page size of 264 bytes but this can be modified by writing a One Time Programmable (OTP) register within
the FLASH memory to make the page size 256 bytes. It is important when working with the FLASH memory to know what page size is active. In most cases
you will decide the page size to be used and it will remain fixed and in that case you can simplify the PSM code provided. However, this reference design
enables you to experiment with both page sizes and hence it must determine the page size and adjust operations and address format appropriately.

The method for determining the page size also facilitates checking the status of the FLASH memory to determine if it is ready for another operation or busy
completing a previous operation. This is vital when writing and erasing the memory.

A single scratch pad memory (SPM) location is used to hold the page size information. Only the least
CONSTANT AT45DB081D_page_mode, 02 significant bit (LSB) is really used with '0‘ indicating the default page size of 264 bytes and a '1*
indicating a page size of 256 bytes.

The ‘read_spi_flash_status’ routine is used to read the status register of the FLASH memory and update

SRR RECE e S e S EC R the page size indicator in the scratch pad memory. The status value is returned in register ‘s3’.

The ‘wait_for_FLASH’ routine is used to confirm when the status of the FLASH memory and wait for the

CALL wait_for FLASH RDY/BUSY flag to indicate ready.

wait_for_FLASH
The bits of the status byte returned by the FLASH

Subroutine .
-2 memory have the allocations shown below. The PSM
(Read FLASH status into 's3' J¢ - i read_spi_flash_status  code supplied only uses bit0 and bit7.
1
| Testbit7iorRDY/BUSY | 1 |  EnableSPIFLASH | Bit7 RDY/BUSY ('1'=ready/'0' = busy )
| .
| lo-Busy | ‘-RDY ! L oo P
! Transmit Read Status Register Bita 'O Hint — These bits are constant but are
I Command D7 hex Bit3 ‘0’ different depending on the density of the
RETURN : O Spartan-3AN device being used.
1 Bit2 ‘1
! [ Read status into ‘s3’ ] Bit1 PROTECT
I v Bit0 PAGE SIZE (‘0'=264 bytes/‘1' =256 bytes)
|
' [ Disable SPI FLASH ]
| v
I .
3
! [ Store status in SPM ] Registers used by s0 sl s2 s
o2 RETURN this procedure | | | | | | | |
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psm code for Reading FLASH Security Register

The SPI FLASH has a 128-byte security register. The first 64-bytes of the security register are allocated as a One Time Programmable (OTP) space which
you may program if you wish but will otherwise be blank (byte values FF hex). The remaining 64-bytes of the security register contain a factory programmed
unique value for each device which is a similar concept to the device DNA value provided within the FPGA. Therefore each Spartan-3AN device provided you
with two unique values which can be exploited in an authentication algorithm.

The reference design provided reads all 128 bytes of the security register and displays them on the terminal (PC). Typically this information would be used
internally to the device such as in an authentication algorithm. The flow chart next to the actual code from the reference design focuses only on the FLASH

memory centric instructions highlighted in green.

CALL send_Security

CALL SPI_flash_enable

LOAD s3, 77

CALL SPI_tx_rx

CALL SPI_tx rx

CALL SPI_tx_rx

CALL SPI_tx_rx

LOAD sb6, 08
send_security_line: CALL send_CR

LOAD s5, 10
send_security_byte: CALL send_space

CALL SPI_tx_ rx

LOAD s0, s3

CALL send_hex_byte

SUB s5, 01

JUMP NZ, send_security_byte

SUB s6, 01

JUMP NZ, send_security_line

CALL SPI_init

;jdisplay 'security = '

;enable FLASH memory

;Read Security Register command
;transmit command

=

;transmit dummy byte
;transmit dummy byte
;jtransmit dummy byte 3
;8 lines to display

[\S)

;16 bytes to display on a line

;read byte from FLASH into s3
;display byte

;count bytes per line
;count lines

;FLASH disabled
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v

| Enable SPIFLASH ]

Transmit Read Security Register
Command 77 hex

[ Transmit dummy byte to FLASH ]

[ Transmit dummy byte to FLASH ]

[ Transmit dummy byte to FLASH ]

1 Each subsequent byte read will
1 .

1 return a byte from the security

1 register (64 OTP bytes followed
! by 64 byte unique value).

v Repeat as necessary.

~

-

| Disable SPI FLASH ]

v
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PSM Code for FOrmatting 24-Bit Addresses

As described on pages 8 and 9 of this document the format of the 24-bit address depends on the active page size. This reference design always prompts the
user to enter page numbers and byte addresses as appropriate. PicoBlaze then formats the 24-bit address depending on the active page size determined

from the FLASH status byte.

There are two routine used to read the page and address values...

CALL ask_page

CALL ask_address

The ‘ask_page’ routine prompts the user to enter a hexadecimal value in the range 000 to FFF. Any incorrect
characters are rejected and the prompt repeated. A valid entry results in 12-bit page address which is shifted into the
correct position of the 24-bit address corresponding to the page size (see page 9). The 24-bit value is then returned in
the register set [s9,s8,s7] with the byte address forced to zero.

s9 s8 s7

The ‘ask_address’ routine prompts the user to enter a hexadecimal value in the range 000 to 107 or 00 to FF
depending on the active page size. Any incorrect characters or values outside the page range are rejected. A valid
entry results in a 9-bit or 8-bit byte address which is superimposed on the existing 24-bit address contained in the
register set [s9,58,57]. Hence the ‘ask_address’ routine is only used after the ‘ask_page’ routine.

Many operations with the FLASH memory require a 24-bit address to be specified. The following code indicates the PSM code required to read a page of
memory. Because the SPI transmission of the 24-bit address is so common a separate routine has been provided.

CALL SPI_flash_enable
LOAD s3, D2

CALL SPI_tx_rx

CALL spi_tx_address
CALL SPI_tx_ rx

CALL SPI_tx_rx

CALL SPI_tx_rx

CALL SPI_tx_rx

CALL SPI_tx_rx

CALL SPI_init

} Enable the SPI port and transmit the ‘Main Memory Page Read command’ which is D2 hex.

spi_tx_address: LOAD s3, s9
Transmit the 24-bit address to identify page and first byte of page CALL SPI_tx_ rx
LOAD s3, s8
Transmit 4 dummy bytes whilst FLASH prepares data to be read CALL SPI_tx_rx
LOAD s3, s7
CALL SPI_tx_rx

<— Read data bytes from sequential byte addresses (repeat as desired) BB

} Disable the SPI port to complete the read command.
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PsM code for Reading Device DNA

The PSM code provided includes routines for the reading of the FPGA device DNA. This value is displayed by the ‘I' command but would typically be used as

a product serial number or as part of an authentication algorithm. Device DNA is described in more detail in the reference design called ‘Device DNA Reader’
for the Spartan-3A Starter Kit as indicated on page 14 of this document.

CONSTANT DNA_byteO, 10

CONSTANT DNA_bytel, 11 In this particular design, 8 bytes of scratch pad memory are defined to hold the device DNA value. The scratch
CONSTANT DNA_byte2, 12 pad memory contents are as indicated below following execution of the ‘read_device_ DNA’ routine.
CONSTANT DNA_byte3, 13
CONSTANT DNA_byte4, 14 DNA_byte7 DNA_byte6 DNA_byte5 DNA _byte4 DNA _byte3 DNA_byte2 DNA_bytel DNA_bytel
CONSTANT DNA_byte5, 15

- 00000001
CONSTANT DNA_byte6, 16 0ddddddd | | dddddddd | | dddddddd || dddddddd || dddddddd || dddddddd | | dddddddd

CONSTANT DNA_byte7, 17

——

55-bit Unique Device DNA value

All signals used to control the ‘DNA_PORT’ primitive are generated by PicoBlaze and therefore the simple ‘DNA_init’
routine ensures all the control signals are Low and places the ‘DNA_PORT in a known state before any other
operations are commenced.

CALL DNA_init

CALL . The ‘read_device_ DNA’ performs all the operations necessary to read the device DNA value from the ‘DNA_PORT’ and
read_device_DNA .
place the value in the scratch pad memory

The ‘read_device_ DNA’ routine actually reads the device DNA a value into a set of 8 registers [sA,s9,s8,57,56,s5,54,s3] and then stores this value into the
scratch pad memory. Therefore this register set also holds the device DNA value on return. This indicates the potential for using the device DNA value in an
algorithm without involving scratch pad memory if it is desirable to do so.

SA s9 s8 s7 s6 s5 s4 s3

00000001 0ddddddd dddddddd dddddddd dddddddd dddddddd dddddddd dddddddd

——

55-bit Unique Device DNA value

0 2 . . . .
° ° Registers ‘s0’ and ‘s2’ are also used by this routine so their contents should
:l :l be unimportant or should be preserved before calling the routine.
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