


In addition to losing the data, the solid-
state drive may thereafter interpret the
read sector error as defective, and may
unnecessarily replace it with a spare. In
general, about 1% of the storage capacity
is reserved for spares. Once the factory-
defined spares are depleted, the drive will
fail and must be replaced.

In another potential problem, a brown-
out or low-power condition could cause
the address lines of the storage device to
become unstable. If this happens – but
there is still enough power to program the
non-volatile storage component – data
could be written to the wrong address. This
again could result in a critical failure,
requiring drive replacement.

These types of errors can be frustrating
for you to find. At the point the drive fails,
it is sent back to the factory. The factory
then validates the error during the failure
analysis process. However, for the vendor
to determine whether or not it is a compo-
nent failure, they must re-initialize the
drive back to factory settings. After re-ini-
tialization, the drive operates normally and
is sent back. This is the typical return sce-
nario that flags a power issue.

The critical point to understand is that
the drive is not physically damaged, nor is
it “worn out.” In both cases, the data will
be lost and downtime will occur, but the
drive can be used again. 

Solid-State Drives versus Flash Cards
Not all solid-state storage products are cre-
ated equal. Even though they physically
look the same, solid-state drives in a
CompactFlash (CF) form factor differ
greatly from CompactFlash cards designed
for the consumer electronics market. The
inherent technology differences are out-
lined in Table 1.

The term “standard CompactFlash
card” can be a bit misleading. Flash cards
must pass the test suite defined by the
CompactFlash Association (CFA). These
tests allow for a relatively wide range in
some timing parameters, which can vary
with both hardware and firmware changes.
Most consumer-oriented products have
enough other system overhead to render
these changes insignificant.

embedded systems can integrate various
techniques for mitigating these power-relat-
ed issues. These techniques are not econom-
ically viable for consumer-based applications,
but are essential to eliminate unscheduled
downtime in embedded systems. 

SiliconSystems patented its PowerArmor
technology to eliminate drive corruption
caused by power disturbances. Figure 1
shows how PowerArmor integrates voltage-
detection circuitry to provide an early warn-
ing of a possible power anomaly. Once a
voltage threshold has been reached, the
SiliconDrive sends a busy signal to the host
so that no more commands are received
until the power level stabilizes. 

Next, address lines are latched (as shown

Embedded systems, on the other hand,
usually have very strict timing require-
ments. Even the slightest changes to the
host interface can cause significant issues. 

The most industry-recognized differen-
tiator between solid-state storage and com-
mercial flash cards is in write/erase cycle
endurance. Solid-state drives have superior
error-correction capabilities and wear level-
ing algorithms that can significantly extend
the life of standard storage components.
The power issues I’ve described are signifi-
cantly less well-known but are much more
prevalent in embedded applications.
Approximately 75% of field failures are the
result of power-related corruption.

Solid-state drives specifically designed for
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Parameter SiliconSystems SiliconDrive CF CompactFlash Card

Write/Erase Endurance >2 M Cycles per Block <100 K Cycles per Card

Error Correction (ECC) 6 bit 1-2 bit

Wear Leveling Algorithm Over the Entire SiliconDrive Over Free Space Only

Power-Down Protection Yes No

R/W Speed (MBps)
Single Sector 1-2 MBps 30-40 KBps
Large File 6-8 MBps 3-5 MBps

Re-Qualification Cycle 3-5 Years 1 Year

Maximum Capacity 8 GB 4 GB

Table 1 – Key performance metrics distinguishing solid-state drives designed 
for embedded systems from flash cards used in consumer electronic devices

Figure 1 – SiliconDrive with integrated PowerArmor technology



in Figure 2) to ensure that data is written to
the proper location. In contrast, most
microcontroller-based flash cards’ address
lines can float to undetermined states if
input power drops below the specified
minimum operating level.

SiliconDrive technology integrates a
RISC-based DSP that allows for a 512-byte

buffer size. This is 1/4 to 1/8 the size of a
microcontroller-based flash card. The
smaller buffer size limits the time that data
is in volatile memory, thereby reducing the
power and time required to clear the buffer,
update the control bytes, and complete the
data transaction. 

Larger buffer sizes require additional
capacitance to hold the power up longer.
This extra capacitance is physically very
large and will generally not scale to form
factors smaller than 2.5- or 3.5-inch drives.
SiliconDrive technology does not require
this added capacitance and can therefore
scale to virtually any industry-standard
form factor.

Testing for Power Issues
Many companies have included power-
down testing in the qualification process for
any new storage media they are considering.

The ability to handle power problems has
an impact on overall reliability, customer
goodwill, and total cost of ownership. 

You must consider many factors when
developing a test system that characterizes
the effects of power disturbances on the
storage device. First, the power-down ramp
rate on power and all I/O pins must obvi-

ously be fast enough to emulate the loss of
system power. In the case of implementing
a CF or PC card form factor, the ramp rate
must also be able to emulate the steeper
ramp associated with pulling out the prod-
uct during a write cycle.

A robust, repeatable power-down test
requires power disturbances at various inter-
vals of the write cycle. The ability to strictly
control and repeat this variable will expose
any weaknesses in the write cycle and accel-
erate any failures. It is also extremely impor-
tant to cut power to I/O and Vcc at the
same time. Many test platforms may only
cut power to Vcc and leave the I/O pow-
ered. This will result in invalid test data and
potential damage to the device under test.

The amount of verification performed
will directly impact the test time. Testing
after every cycle could be prohibitive, and
read sector errors may occur at any point in

time – yet the storage device may contin-
ue to operate. The worst-case scenario is
that the first read sector error occurs in a
system file or critical data area. You may
choose to run the test until it encounters
the first read sector error or until the drive
becomes inoperable.

SiliconSystems has designed a general-
purpose power-down tester based on the
Xilinx® ML401 development platform.
This system, along with available source
code to facilitate multi-threaded opera-
tion, allows you to quickly qualify and val-
idate various storage media based on
individual application needs.

Conclusion
Solid-state storage will continue to replace
rotating hard disk drives in embedded sys-
tems as the cost per usable gigabyte (that
is, the cost for the capacity required by the
application) continues its rapid decline.
The immense success of Apple’s iPod
nano, which uses solid-state storage
instead of hard drives, is currently the
most visible example of things to come.

This trend will, however, come with a
price.  The engineering tradeoffs between
storage component reliability – lower
write/erase cycle endurance and higher bit-
error rates – and cost will accelerate the
need for PowerArmor, enhanced error cor-
rection, and wear leveling capabilities.  In
addition, new technologies like
SiliconSystems’ SiSMART, which moni-
tors and predicts the SiliconDrive’s
remaining usable life span, will be required
for embedded systems with multi-year
deployments.  This will drive an even larg-
er differentiation between solid-state
drives designed specifically for embedded
systems and flash cards designed for con-
sumer electronic applications.

For more information, visit www.
siliconsystems.com. 
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Solid-state storage will continue to replace rotating hard disk drives in
embedded systems as the cost per usable gigabyte (that is, the cost for the

capacity required by the application) continues its rapid decline.  

Figure 2 – Latching the address lines when Vcc reaches its lower threshold 
will ensure data is written to the proper location.


