


Xilinx /Silicon Spectrum iKVM Platform
In studying the conventional architecture, a
few observations are significant:

* The subsystem requires a fairly signifi-
cant device count

e This translates into a substantial PCB
footprint, which can be problematic in
today’s space-constrained systems

* The graphics-to-RGB-to-compressor-
to-Ethernet sequence, while effective, is
an inefficient approach to the remote
video requirement

Based on these observations, Xilinx and
Silicon Spectrum designed and developed a
highly integrated iKVM platform solution,
illustrated in Figure 2.

This platform consolidates the graphics
and iKVM subsystems into an integrated
solution. This approach dramatically reduces
the component count and PCB footprint
(making it an exceptional cost savings
opportunity on this basis alone) and enables
highly efficient video compression as well. In
addition, connection to the host PCI bus
presents the opportunity for an extremely
elegant mechanism to support keyboard and
mouse redirection and vMedia require-
ments. Figure 3 illustrates the internal archi-
tecture of this solution.

The elements of this platform are:

* A multi-ported DDR2 memory
controller

e Shares memory across all subsystems

* An integrated PCl-based two-dimen-

sional graphics controller
* An integrated video compression engine

¢ An integrated PCl-based psuedo USB
host controller for keyboard, mouse, and
vMedia re-direction

¢ A MircoBlaze™ CPU complex with
Ethernet and SPI interface ports

* Integrated accelerators for modular
exponentiation and IPsec to enable

secure remote management sessions
e System power and reset control

* An optional DAC interface for video-
out support
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Figure 1 — Conventional iKVM subsystem platform
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Figure 2 — Xilinx/Silicon Spectrum highly integrated iKVM platform

How It Works

Because the FPGA must be initialized, sys-
tem operation starts with a device configu-
ration from SPI Flash. However, this
resource actually serves triple duty: it sup-
ports device configuration, provides the
MicroBlaze CPU complex with a code
store to boot into DDR2, and can act as a
non-volatile storage resource for the iKVM
subsystem as a whole — storing revision

data, configuration parameters, and other
useful information.

The fundamentals of iIKVM operation
are illustrated in Figure 4.

When the host system boots, as shown
in Figure 4, it will see this platform as two
separate peripherals on its PCI bus: a two-
dimensional graphics controller and an
apparent or pseudo USB host controller
(apparent because there are no physical
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Figure 3 — Xilinx/Silicon Spectrum fully integrated iKVM architecture
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Figure 4 — Operational overview of iKVM system

USB devices anywhere within this system).
It is important to note that the graphics
controller is derived from a mature legacy
PC architecture and is 100% compatible
with drivers already bundled in almost
every version of Windows and Linux ship-
ping today. During operation, the graphics
controller shares the DDR2 memory and
uses a portion of it for the frame buffer.
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Integrated graphics dramatically simpli-
fy video compression, as the controller
explicitly knows what is being rendered
frame-by-frame and can pass this informa-
tion on to the compressor. In contrast, the
conventional approach requires significant
memory system bandwidth and computa-
tional power to perform real-time frame
differencing after the fact. Compressed

video is encoded to a format supported by
the remote frame buffer (RFB) protocol,
making it compatible with this popular
iKVM management console standard.

Secure iKVM sessions are initiated by a
remote management console through the
MicroBlaze CPU complex. This is accom-
plished using public key infrastructure
(PKI) techniques to authenticate each party
and to exchange a shared advanced encryp-
tion standard (AES) key for encrypting ses-
sion traffic. A modular exponentiation
accelerator is included so that this compu-
tationally demanding process can be com-
pleted in just a few seconds. Session security
is provided by a datapath accelerator that
encrypts and decrypts all session traffic at
full 10/100 Ethernet data rates.

Software running on the MicroBlaze
processor manages all session I/O for the
iKVM complex. Messages from the video
compressor trigger transmission and
encryption of outgoing compressed video
blocks stored in DDR2. Incoming com-
mands are parsed to drive power and reset
control as well as keyboard and mouse re-
direction traffic through the pseudo USB
host controller to standard drivers. Finally,
the pseudo USB controller enables vMedia
channels too, presenting them as standard
USB storage devices to the host.

Condusion

KVM technology has come a long way.
Configurations that once comprised a
physically shared monitor, keyboard, and
mouse supporting four to eight computers
became module-based network solutions
using the Internet.

Now Xilinx and Silicon Spectrum have
achieved maximum integration for iKVM
with integrated graphics, security, intelli-
gent video compression, and virtualized
USB re-direction that is highly compatible
with standard and legacy drivers. This
solution allows OEMs and ODMs to
reduce their BOM complexity, save pre-
cious PCB real estate, and provide state-of-
the-art remote system management
capabilities for today and tomorrow.

For more information about the

Xilinx/Silicon Spectrum iKVM solution,
. . oy ®
visit www.xilinx.com. ®
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