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Summary This application note discusses different aspects of single-event upsets and recommends 
appropriate mitigation schemes under each circumstance. The concept is not constrained by 
device family. Furthermore, this document provides guidelines to choose the most cost-
effective mitigation scheme.

Introduction When designing in-orbit, space-based, or extra-terrestrial applications in hostile radiation 
environments, users must consider the effects of charged particles such as heavy ions or 
protons. As these charged particles travel through the FPGA (Figure 1), they can alter the logic 
state of any static memory element, resulting in single-event upsets (SEUs). An SEU in the 
configuration memory array can have adverse effect on expected FPGA functionality. 

Note: Static upset in the configuration memory is not synonymous with a functional error. Depending on 
the application requirement and cost constraints, different mitigation should be deployed.

Glossary Some common terminology used throughout this document are defined in this section.

Cross Section 

A statistical representation of the sensitivity of a certain single-event effect represented as a 
relative area (cm2).

Device

A single integrated circuit.

Failure

An unrecoverable error.
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X-Ref Target - Figure 1

Figure 1: SEU in FPGA

X987_01_080707

p-Well

n+ p+n+p+p+n+

VDD VSS

n-Substrate

–  +   +  –

–  +   +  –
–  +   +  –
–  +   +  –

Cosmic Ray Ion

http://www.xilinx.com










Mitigation Schemes
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It is also feasible to employ a board-level hard-wire voting scheme. In the hard-wire voting 
scheme, the traces of the outputs converge on the PCB board to create a voting scheme. In this 
scheme, the output standard and strength must be carefully selected to ensure two outputs can 
override the disagreeing output while the downstream device can correctly recognize the logic 
level. This scheme requires intensive IBIS simulation and board layout planning such as trace 
length, termination resistors, etc., to eliminate the reflection and protect signal integrity.
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Figure 4: Dual FPGAs implementation
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Figure 5: Three FPGA Implementation

User Design

User Design
(Duplicate)

Xilinx FPGA 1

Xilinx FPGA 2

User Design
(Duplicate)

User Design
(Duplicate)

Radiation-
Hardened Voter 

Device

X987_04_031707

User Design

Xilinx FPGA 1

Xilinx FPGA 3

User Design
(Duplicate)

Radiation-
Hardened Voter 

Device

X987_05_031707

Xilinx FPGA 2

User Design
(Duplicate)



Conclusion
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Selecting a Mitigation Schemes

As previously discussed, some mitigation schemes compliment each other. For example, 
configuration management is usually an addition to XTMR or redundant-device schemes. 
Configuration management ensures design integrity while XTMR or redundant devices mitigate 
design impacts. A successful implementation of XTMR with scrubbing lowers the design's 
failure cross-section to its SEFI cross-section.

Conclusion Although FPGA can be vulnerable to SEUs in hostile environments, Xilinx provides various 
software tools and documentations on mitigation techniques. Numerous mitigation schemes 
are available; each with its strengths and weakness. Selecting the most appropriate mitigation 
scheme ensures mission success while minimizing system cost.
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Table  2:  Performance Overview of Mitigation Schemes

Mitigation Scheme Mitigation 
Strength

Board Layout 
Complexity

Ease in 
Meeting 
Timing 

Constraints

Power 
Consumption

Component 
Cost

No mitigation (power cycling) Weak Low Normal Typical Low

XTMR Medium High Reduced ~3X typical Low

Configuration management (scrubbing) Medium Low Normal Typical Medium

XTMR + Configuration management Strong High Reduced ~3X Typical Medium

Redundant devices + configuration 
management Strongest Medium Normal 2~4X typical High
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