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Notice of Disclaimer

The information disclosed to you hereunder (the "Materials") is provided solely for the selection and use of Xilinx products. To the maximum extent
permitted by applicable law: (1) Materials are made available "AS IS" and with all faults, Xilinx hereby DISCLAIMS ALL WARRANTIES AND
CONDITIONS, EXPRESS, IMPLIED, OR STATUTORY, INCLUDING BUT NOT LIMITED TO ARRANTIES OF MERCHANTABILITY,
NON-INFRINGEMENT, OR FITNESS FOR ANY PARTICULAR PURPOSE; and (2) Xilinx shall not be liable (whether in contract or tort, including
negligence, or under any other theory of liability) for any loss or damage of any kind or nature related to, arising under, or in connection with, the
Materials (including your use of the Materials), including for any direct, indirect, special, incidental, or consequential loss or damage (including loss of
data, profits, goodwill, or any type of loss or damage suffered as a result of any action brought by a third party) even if such damage or loss was
reasonably foreseeable or Xilinx had been advised of the possibility of the same. Xilinx assumes no obligation to correct any errors contained in the
Materials or to notify you of updates to the Materials or to product specifications. You may not reproduce, modify, distribute, or publicly display the
Materials without prior written consent. Certain products are subject to the terms and conditions of the Limited Warranties which can be viewed at
http://www.xilinx.com/warranty.htm; IP cores may be subject to warranty and support terms contained in a license issued to you by Xilinx. Xilinx
products are not designed or intended to be fail-safe or for use in any application requiring fail-safe performance; you assume sole risk and liability for
use of Xilinx products in Critical Applications: http://www.xilinx.com/warranty.htmé#critapps.

© Copyright 2014 Xilinx, Inc. Xilinx, the Xilinx logo, Artix, ISE, Kintex, Spartan, Virtex, Vivado, Zynq, and other designated brands included herein are
trademarks of Xilinx in the United States and other countries. All other trademarks are the property of their respective owners.
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Online Updates

Please refer to the Petalinux v2014.2 Master Answer Record ( Xilinx Answer Record #55776 ) for the latest
updates on Petalinux Tools usage and documentation.

Firmware Upgrade Guide www.Xilinx.com Sord Fecdback
UG983 (v2014.2) June 3, 2014 I end Feedbac |


http://www.xilinx.com/support/answers/55776.html
http://www.xilinx.com
http://www.xilinx.com/about/feedback.html?docType=User_Guides&docId=UG983&Title=PetaLinux%20SDK%20User%20Guide%3A%20Firmware%20Upgrade%20Guide&releaseVersion=2014.2&docPage=3

& XILINX.

Table of Contents

Revision History . . . . . . . . o e e e e e e e e e e e e e 1
OnlineUpdates . . . . . . . . . . i i i i i e e e e e s e s e e 2
Tableof Contents . . . . . . . . . . . . i i it it e e e e e e e e e e e e e e e e e 3
Aboutthis Guide . . . . .. .. .. .. i it i e e e e e e e e e e e e e e 4
Production . . . . . . . . . i i e e e e e e e e e e e e e e e e 5
Background Knowledge . . . . . . . . . L 5
Create a DTB Flash Partition . . . . . . . . . . . .. . 5
Update Flash Partition from U-boot . . . . . . . . . . . . . . . . . . 6
Update U-boot Environment Variables fromU-boot . . . . . . .. .. .. .. ... ... ... ... 7
Update DTBin U-boot . . . . . . . . . . e 7
Firmware Upgrade . . . . . . . . . @ i i i i i et e e e e e e e 8
Step 1: Package the Upgrade Image . . . . . . . . . . . . . . . . . e 8
Step 2: Firmware Upgrade . . . . . . . . . . 9
Upgrading viathe commandline . . . . . . . . . . . . .. .. . .. .. . 9
Upgrading via the uWeb Demo Web Server . . . . . . . . . . . . ... ... ... .. ..., 10
Additional Resources . . . . . . . . . i i i i it e e e e e e e e e e e e e e e e e e 11
References . . . . . . . L e e e e 11

Firmware Upgrade Guide www.Xilinx.com
UG983 (v2014.2) June 3, 2014 l Send Feedback |


http://www.xilinx.com
http://www.xilinx.com/about/feedback.html?docType=User_Guides&docId=UG983&Title=PetaLinux%20SDK%20User%20Guide%3A%20Firmware%20Upgrade%20Guide&releaseVersion=2014.2&docPage=4

& XILINX.

About this Guide

This document provides an example of how to do production configuration and firmware upgrades with
PetaLinux.

This document assumes that you know how to manage your hardware project with Xilinx Vivado, you are
familiar with Linux and you have experience with PetalLinux.

P WARNING: The methods described in this document are intended as examples only. Petalinux Tools
(& ‘3 users are recommended to have their production configuration and firmware upgrade methods based on
their requirements.
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Production

During production boards may require individual configuration, with hardware parameters such as the Ethernet
MAC address. In this section, examples are provided which detail how to make the same firmware images work
with hardware which has different configurations on a per board basis.

Background Knowledge

Zynq and MicroBlaze Linux systems use Device Tree (DTS/DTB) files to configure board specific information of
the hardware system. Using the Device Tree configuration, different hardware parameters can be set which will
configure the Linux kernel and its respective drivers during boot.

By default, when Linux boots, it uses the DTB within the kernel image. The DTB (Device Tree Blob) is generated
from a DTS file. Linux can also boot with a DTB which is not located inside the kernel image, this allows for
easy modification of the DTB which can be stored in a separate flash partition.

Besides the Linux kernel, the U-Boot bootloader may also be configured with board specific parameters such as
Ethernet MAC address. Although U-boot does not use a DTB for the hardware configuration, some parameters
are available for configuration through the U-Boot environment variables.

The following sections are going to detail how to create a flash partition for the DTB, how to change the Ethernet
MAC address in U-Boot and how to edit the DTB from U-Boot.

Create a DTB Flash Partition

Firmware images are generally stored in flash, it is possible to store and boot with a DTB located in a flash
partition.

1. Change into the directory of your project.

’ $ cd <project-root> ‘

2. Run petalinux- config from within the PetaLinux project directory:

’ $ petalinux-config ‘

3. Go to Flash Partition Table

4. Add a dtb partition. It is recommended to use a size of at least 16 KByte (or 64 KByte for SPI flash) and
must aligned to flash sector size:

w6k partition 4 *xx
(dtb) name
(0x4000) size

5. Save and exit menuconfig.
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& XILINX. Update Flash Partition from U-boot

6

. Build the project to update both the firmware images with the new flash partition settings. If you have
previously built the project, run petalinux-build -x clean firstto ensure all changes are propagated
to all components.

$ petalinux-build -x clean
$ petalinux-build

If you boot your board with the newly built U-Boot or the kernel image, the additional dtb partition should
be available.

Update Flash Partition from U-boot

The
y

N

following steps use the flash memory to store the U-Boot and kernel images as well as the DTB.
. Boot the board into U-Boot

. Setup the TFTP server location to load the firmware images from.

’ U-Boot-PetaLinux> set serverip <HOST IP> ‘

Make sure the boot image ("u-boot-s.bin" for Microblaze, "BOOT.BIN" for Zynq), kernel image
("image.ub") and DTB ("system.dtb") are in the TFTP directory on the TFTP server.

Make sure U-Boot IP has been set:

’ U-Boot-PetaLinux> print ipaddr ‘

Update the U-Boot bootloader with the update_boot command:

’ U-Boot-PetaLinux> run update_boot ‘

The update_boot command will use TFTP to load the boot image from the TFTP server and then save
the image into the boot Flash partition.

O TIP: update_boot is a prepackaged u-boot script, generated by the Petalinux build system. Run

6

7

printenv update_boot within u-boot to examine its contents.

. Update the kernel image with the update_kernel command:

’ U-Boot-PetaLinux> run update_kernel

The update_kernel command will use TFTP to load the kernel image ("image.ub") from the TFTP
server and then save the image into the image flash partition.

. Update the DTB with the update_dtb command:

U-Boot-PetaLinux> run update_dtb

The update_dtb command will use TFTP to load the DTB ("system.dtb") from the TFTP server and
then save the DTB into the dtb flash partition.

Next time the board is booted, it will boot into the kernel with the DTB located in the dtb flash partition.
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& XILINX. Update U-boot Environment Variables from U-boot
Update U-boot Environment Variables from U-boot

In U-Boot the Ethernet MAC address is configured as an environment variable. The MAC address environment
variable can be changed from the U-Boot console and then saved into the bootenv Flash partition using the
saveenv command.

1. Boot the board into U-Boot and stop at the console (cancel auto boot if enabled)

2. Change the U-Boot MAC address environment variable:

’ U-Boot-PetalLinux> set ethaddr AA:BB:CC:DD:EE:FF

Where AA:BB:CC:DD:EE:FF is the MAC address you want to configure.

3. Save the u-boot environment variables into the flash:

’ U-Boot-PetalLinux> saveenv

Update DTB in U-boot

This section details how to modify the DTB from within the U-Boot console.

1. Load the DTB from the dtb flash partition into the memory:

U-Boot-PetalLinux> run get_dtb

2. Make any required changes using fdt set command.

3. Set the size of the file to save to flash:

’ U-Boot-PetalLinux> set filesize ${dtbsize}

4. Save the changed DTB back to flash:

’ U-Boot-PetalLinux> run install_dtb
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Firmware Upgrade

A
'ij IMPORTANT: Firmware Upgrade is deprecated and will be discontinued in the next release.

Petalinux contains some basic firmware upgrade and management tools, intended to demonstrate one possible
approach to these important product capabilities.

With these upgrade tools, upgrading firmware is a two-step process: packaging the firmware images and FPGA
bitstream, and installing the images into the board flash memory.

IMPORTANT:

e Petalinux assumes that all the images and/or the bitstream are saved in the flash and that each
'ﬁ’!\? image/bitstream corresponds to a flash partition.
1

e petalinux-package --firmware and the upgrade- firmware tools do not support Zynq SD
Card boot configurations.

Step 1: Package the Upgrade Image

The PetalLinux petalinux-package tool has a - - firmware option to package the images and bitstream
required for the upgrade. e.g. to create a firmware upgrade package containing the FPGA bitstream, kernel
image and a u-boot image, you can use the package firmware upgrade command as follows:

$ petalinux-package --firmware --linux=<Path-to-image.ub>
--u-boot=<Path-to-u-boot-s.bin>
--fpga=<Path-to-the-FPGA bitstream>

Please note that the above command must be executed as a single line only.

e - -1image - the Linux kernel image file specified with this argument is by default stored in the image flash
partition.

- -bootbin (Zynq only) - the BOOT . BIN file specified with this argument is by default stored in the boot
flash partition.

- -u-boot (MicroBlaze only) - the u-boot file specified with this argument is by default stored in the boot
flash partition.

- - fpga (MicroBlaze only) - the bitstream file specified with this argument is by default stored in the fpga
flash partition.

By default, the package firmware tool automatically detects the configured flash setup for the selected
platform.
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& XILINX. Step 2: Firmware Upgrade

Q TIP: The --u-boot and - - fpga options do not apply for Zynq, because the bitstream and u-boot
firmware are instead bundled as part of boot. bin.

You can also generate a firmware upgrade package with jffs2 and other flash partitions using petalinux-
package --firmware command. For further details on the petalinux firmware packaging tool, please use the
petalinux-package --firmware --help command, which will show the full usage of the tool.

Step 2: Firmware Upgrade

After you have created the firmware package, you can upgrade the firmware on the target with the upgrade-
firmware tool on a running PetaLinux system.

By default, the Firmware Upgrade Tools are enabled and built into the image. You can configure this via the
petalinux-config -c rootfs command and the associated menuconfig:

Apps --->
[*] fwupgrade

/4. WARNING: Please note that the Petalinux upgrade- firmware command can only be used to upgrade
with the package generated by the petalinux-package --firmware tool.

There are two different ways to upgrade the firmware with the upgrade- firmware command, the first is by
using the command on the console and the second is via the demo web server (if configured).

Please note:

o All the below methods of firmware upgrade will upgrade the images which are saved in the flash partitions
and will then do a soft reset to boot the system with the new software images.

o To make the soft reset successfully in a MicroBlaze Linux system, you need to have a soft reset GPIO in
your system.

e The firmware upgrade method introduced in this section is a demonstration of how to do firmware upgrade
with Petalinux. It is recommended to design your own firmware upgrade procedure.
Upgrading via the command line

e The upgrade- firmware tool can either fetch image files over the network using the HTTP protocol, or
directly install a package from the local root file system. e.g.:

’ # upgrade-firmware http://192.168.0.1/firmware.tar.gz

or

’ # upgrade-firmware /var/ftp/firmware.tar.gz

(&2 WARNING: Please do not interrupt (powercycle) the board while it is upgrading the firmware.
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Upgrading via the uWeb Demo Web Server

Step 2: Firmware Upgrade

You can also use PetalLinux uWeb demo web server to do the firmware upgrade:

i IMPORTANT: This can only be completed if the uWeb demo webserver is installed on the target system
= (it is enabled by default). This web application has been deprecated.

1. Using a Web Browser, navigate to the target system by IP or hostname.

2. Select the Admin link from the NAVIGATION menu at the left of the web page, and then select the
Firmware Upgrade tab:

i: XIL' NX Firmware Upgrade view Code (g

Firmware Upgrade || Reboot |

Welcome | Warning: Do not disconnect power while the upgrade is in progress |

Network Settings System Version Xilinx-ZC702-14.4, 1.00
Security Kernel Version 3.6.0+

Configuration Web Version 1.4.2

Admin A D T Choose File | No file chasen
Diagnostics Upgrade

Debug

@ WorkWare Systems 2009-2012

Figure 1: uWeb Firmware Upgrade Page

3. Select the firmware upgrade package from your host by clicking the Browse... button.

4. Click Upgrade to do the firmware upgrade. Please note that the firmware can take a while, please be
patient and wait until it finishes.

=

/1, WARNING: Please do not interrupt (powercycle) the board while it is upgrading the firmware.
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Additional Resources

References

PetaLinux Tools Documentation is available at http://www.xilinx.com/petalinux.

PetaLinux Tools Application Development Guide (UG981)
PetaLinux Tools Board Bringup Guide (UG980)
PetaLinux Tools Firmware Upgrade Guide (UG983)
PetaLinux Tools Getting Started Guide (UG977)
Petalinux Tools Installation Guide (UG976)

PetalLinux Tools QEMU System Emulation Guide (UG982)
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